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  D. 2017-2022 Capital Program (Phase IV) – Capital Maintenance 
Reallocation 

The Board will consider a recommendation to approve a request to reallocate funds 
between the “Early Out” projects under the 2017-2022 Capital Program (Phase IV) 
Capital Maintenance. 

Action

  E. Sinking Fund Reallocation 
The Board will consider a recommendation to approve the request to reallocate funds 
attained from scope modification to Sinking Fund Projects.  

Action

  F. Fraser Building Demolition 
The Board will consider a recommendation to approve the demolition of the former 
Fraser ES. 

Action

  G. 1st Reading of the Budget  
The Board will consider a recommendation to approve the 1st Reading of the 2015-2016 
Budget. 

Action 

  H. Middle School Transportation Adjustment 1 
The Board will consider a recommendation to approve the middle school bell times 
recommendation that meets the goals set forth in creating equity across the district. 

Action 

  I. Middle School Transportation Adjustment 2 
The Board will consider a recommendation to approve a schedule for implementation 
that will be fully in effect and operational by July 15, 2016. 

Action 

 10.2: Policy & Personnel Committee – Mr. Tripp Wiles   

  A. Policy Committee Update 
The Committee will provide information and receive input from Board members on the 
following: 
-Items that are currently before the committee that have not been brought forward to 
the Board;  
-Future topics the committee plans to bring forward; and  
-What is needed to move the item forward? 

Information 

 10.3: Strategic Education Committee – Rev. Chris Collins  
  A.  Strategic Education Committee Update 

The Committee will provide information and receive input from Board members on the 
following: 
-Items that are currently before the committee that have not been brought forward to 
the Board;  
-Future topics the committee plans to bring forward; and  
-What is needed to move the item forward? 

Information 

XI. POTENTIAL CONSENT AGENDA ITEMS  
 11.1:   A.  Adoption of Timeline for Receiving Charter School Applications 

The Board will consider a recommendation to adopt a timeline for receiving charter 
school applications. 

Action 

     B.  Laura Brown Funds - Darby, Coats, Mack and Staubes 
  The Board will consider a recommendation to disburse Laura Brown Funds. 

Action 

XII. NEW BUSINESS  



 
75 Calhoun Street, Charleston, SC 29401 

 

INTERNAL AUDIT DEPARTMENT 

BOARD AGENDA ITEM 

 

TO:  Board of Trustees 

FROM: Michael L. Bobby 

DATE:  May 11, 2015 

SUBJECT: IT Security Audit 2015 

 

RECOMMENDATION:  It is hereby recommended that the Charleston County School District Board of 

Trustees accept the results of the IT Security Audit 2015, as presented by Networking Institute of 

Technology, Inc.  

  

The material is submitted for:   Action  Information 

   Open  Executive 

 

Respectfully submitted: 

 

Mr. Michael Bobby  

Acting Superintendent of Schools 

 
Dr. Lisa Herring 

Deputy Superintendent for Academics 

 

Cathleen M. Milne, CPA, CIA, CRMA 

Director of Internal Audit 

 

 

  

 

 

 

  

    

Committee Recommendation(s):   

 

Mr. Todd Garrett, Chair 

Audit & Finance Committee 

 

 



 

INTERNAL AUDIT DEPARTMENT 

MAY 11, 2015 
 

 
SUBJECT:  IT Security Audit 2015 

 
 

BACKGROUND:  In approving Internal Audit’s 2013 annual audit plan, the Audit & 
Finance Committee requested an out-sourced security assessment of the District’s 

information technology.  To meet this request, Internal Audit and Information 
Technology partnered to develop the scope of services.  In October 2014, the Board 

approved award of the contract to Networking Institute of Technology, Inc. (NIT) for a 
formal assessment of the following four IT systems and components. 

 
1. Network Infrastructure 

2. PowerSchool 

3. Data Central 
4. MUNIS 

 
DISCUSSION:  NIT conducted the assessment for the purpose of determining that 

CCSD has deployed an adequate level of protection to safeguard data and information, 
and to ensure that CCSD’s services and information are available to meet mission 

requirements.   
 

NIT measured the District’s IT security controls against the National Institute of 
Standards and Technology (NIST) framework, which is inclusive of the following 18 IT 

Security Control families.   
 

AC – Access Controls 
AT – Security Awareness Training 

AU – Audit and Accountability 

CA – Security Assessment and Authorization 
CM – Configuration Management 

CP – Contingency Planning 
IA – Identification and Authentication 

IR – Incident Reports 
MA – System Maintenance 

MP – Media Protection 
PE – Physical and Environmental 

PL – Security Planning 
PM – Security Program Management 

PS – Personnel Security 
RA – Risk Assessment 

SA – System and Services Acquisition 
SC – System and Communications 

SI – System and Information Integrity 

 



 

The results are presented as whether the District has attained or not attained the 

control in accordance with the NIST guidelines. 
 

Control 
Family 

Total 
Controls 

Evaluated for 
All Systems 

Number of 
Attained 

Controls for All 
Systems 

Number of 
Not Attained 

Controls for All 
Systems 

AC 17 6 11 
AT 4 0 4 

AU 11 2 9 

CA 7 1 6 
CM 11 0 11 

CP 9 0 9 

IA 8 5 3 

IR 8 1 7 

MA 6 5 1 

MP 7 2 5 

PE 16 5 11 

PL 4 0 4 

PM 16 4 12 

PS 8 5 3 

RA 4 1 3 

SA 9 0 9 

SC 19 13 6 

SI 11 6 5 
Totals 175 56 119 

 
 

RECOMMENDATION: 
 

It is hereby recommended that the Charleston County School District Board of Trustees 
accept the results of the IT Security Audit 2015, as presented by Networking Institute 

of Technology, Inc.  
 

FUNDING SOURCE/COST:  To be determined. 

 
FUTURE FISCAL IMPACT:  To be determined. 

 
DATA SOURCES:   

IT Security Audit 2015 
Cathleen Milne 

John McCarron 
 

PREPARED BY: 
Cathleen Milne 

John McCarron 
 

REVIEWED BY LEGAL SERVICES:  N/A 



 

 

REVIEWED BY PROCUREMENT SERVICES:  N/A 
 

ATTACHMENTS 
IT Security Audit 2015 Final Presentation 

Information Technology Risk Remediation Plan 



Charleston County 
School District

IT Security Audit 2015

Final Presentation

Networking Institute of Technology, Inc. (NIT)

P.O. Box 9732, Baldwin, MD 21013

May 4, 2015



Purpose and Scope

Purpose

Determine whether CCSD has deployed the adequate level of 

protection to safeguard data and information, and to ensure that 

CCSD’s services and information are available to meet mission 

requirements. 

Scope

The following four CCSD systems and components were evaluated:

 Network Infrastructure

 Power School

 Data Central

 MUNIS

5/4/2015 CCSD 1



Objective

Objective

Evaluate the security controls implemented in support of the CCSD’s 

four systems in accordance with industry-best standards and National 

Institute of Standards and Technology (NIST) guidelines. 

NIST provides industry-best practices for Threat Identification and Risk 

Assessment Methodology.

5/4/2015 CCSD 2



NIST IT Security Control Families

Access Controls 

Security Awareness and Training 

Audit and Accountability

Security Assessment and Authorization

Configuration Management

Contingency Planning

Identification and Authentication

Incident Response

System Maintenance

Media Protection

Physical and Environmental 

Security Planning

Security Program Management

Personnel Security

Risk Assessment

System and Services Acquisition

System and Communications 

System and Information Integrity

5/4/2015 CCSD 3



Summary of Findings

Security controls – safeguards or countermeasures to reduce security 

risks

 175 Security Controls Evaluated  

 56 Attained Controls 

 119 Not Attained Controls

CCSD 45/4/2015

Risk Level Number of Findings

Very High 0

High 61

Moderate 53

Low 5

Very Low 56



Vulnerability and 

Web Scans
 Network Devices 

 Workstations

 Servers

 Wireless Controllers

 Wireless Access Points

 Surveillance Cameras

 Surveillance Camera Servers

 Power School

 Data Central

 MUNIS – scans not permitted by vendor

CCSD 55/4/2015



Priority Recommendations

1. Create the position of Senior Information Security Officer to 

implement the NIST Risk Management Framework. 

2. Identify the budget requirements to implement security safeguards 

to reduce the level of security vulnerabilities to an acceptable level.

3. Develop formal IT Security Policies and Procedures in accordance 

with NIST guidelines. 

4. Develop and implement a comprehensive IT Security awareness 

training program.

5/4/2015 CCSD 6



Priority Recommendations Continued

5. Establish a formal Information Security Agreement with Tyler 

Technologies.

6. Develop and implement a formal IT Contingency Plan. 

7. Develop and implement a formal Configuration Change Control 

process.

8. Develop and implement a formal Continuous Monitoring Plan. 

9. Analyze and mitigate critical and high risk vulnerabilities that were 

detected during the automated vulnerability scanning.

5/4/2015 CCSD 7



Priority Recommendations Continued

10. Develop and implement a formal patch management process.

11. Develop an authorized software list for CCSD systems and 

implement safeguards to prevent users from installing unauthorized 

software on individual systems. 

12. Develop a formal audit process.

13. Develop and implement a process to monitor information system 

accounts and review user accounts.

5/4/2015 CCSD 8



Priority Recommendations Continued

14. Develop and implement a process to lock user accounts after a 

pre-defined number of invalid login attempts.

15. Develop and conduct role-based security training for personnel 

with assigned security roles and responsibilities. 

16. Develop and implement a formal Incident Response Plan. 

17. Develop and implement a formal process for storing media and 

implement protection mechanisms to safeguard the media.

18. Install a fire suppression system in the data center.

5/4/2015 CCSD 9



Priority Recommendations Continued

19. Re-locate data center to a different location or install compensating 

controls to mitigate risks to an acceptable level.

20. Develop and implement a formal security authorization process in 

accordance with NIST guidelines.

5/4/2015 CCSD 10



Proposed Org. Structure

5/4/2015 CCSD 11

Chief Information Security 

Officer

Operational 

Security 

· Security Policies

· Procedures

· Security Assessments

· Security Plans

· Security Training

· Audit Logs

· Security Documentation

Policy and 

Compliance

Business Intelligence and 

Information Management

Educational Technology

Technology Projects
Technology Support

Network Operations 

Technology Projects
Technology Projects

Superintendent

Information Technology 

Office

· Firewalls

· Perimeter Security 

· Intrusion Detection

· Patch Management

· Configuration Control

· Contingency Planning

· Incident Response

· Vulnerability Scanning



NIST IT Security Framework

 Comprehensive set of security controls for conducting 

assessments

 Clearly identifies what should be evaluated

 Recognized as industry-best practices for conducting assessments

 Updated and maintained by NIST IT security professionals

 Part of a larger set of free security guidelines published by NIST

 Functions as a standard, non-proprietary framework 

 Developed to help achieve more secure information systems 

5/4/2015 CCSD 12



TO:   Audit and Finance Committee 
  Cathleen Milne, Director of Internal Audit 

FROM: John McCarron, Chief Information Officer 

DATE:  May 4, 2015 

SUBJECT:  Information Technology Risk Remediation Plan 
 
Known and emerging cybersecurity threats exploit the increased complexity 
of critical computing systems connected to the Internet, placing Charleston 
County School District systems and data at risk.  To better understand data 
privacy and other security risks, CCSD engaged Networking Institute of 
Technology, Inc. (NIT) to complete a security assessment of key systems.   

NIT utilized the National Institute of Standards and Technology (NIST) 
framework for "Security and Privacy Controls for Federal Information 
Systems and Organizations" to assess the security and privacy risk for the 
CCSD network infrastructure, MUNIS financial information system, 
PowerSchool student information system, and Data Central reporting 
systems.   

The NIT findings from the 175 security controls evaluated determined the 
following: 

• No controls were categorized as very high risk 
• 62 controls were categorized as high risk 
• 53 controls were categorized as moderate risk 
• 4 controls were categorized as low risk 
• 56 attained controls 

Based on these findings, the Information Technology Department will work 
with Internal Audit and NIT to: 

1. Complete a  written response to the risk assessment findings and 
recommendations.  

2. Describe what corrections have been planned, who will implement 
the corrections, and the phased implementation dates. 

3. Explain why certain recommendations will not be implemented (if 
applicable). 

The high-level plan is to remediate the known risks in phases starting in 
priority order with the highest identified risk.   We will integrate the risk 
remediation strategies into existing Internal Audit processes and tracking 
mechanisms and will provide annual plans and updates.   

3999 Bridge View Drive ● North Charleston, SC 29405 ● tel. (843) 566-7388 ● www.ccsdschools.com 

Michael Bobby 
Acting Superintendent of Schools 

John W. McCarron 
Chief Information Officer 

Information Technology 

3999 Bridge View Drive 

North Charleston, SC 29405 

Tel. (843) 566-8145 

Fax (843) 529-3929 



For the 2015-16 school year, Information Technology plans to focus on the 
top 5 recommendations from NIT: 

1. Create the position of Senior Information Security Officer to 
implement the NIST Risk Management Framework.  

2. Identify the budget requirements to implement security safeguards to 
reduce the level of security vulnerabilities to an acceptable level. 

3. Develop formal IT Security Policies and Procedures in accordance 
with NIST guidelines.  

4. Develop and implement a comprehensive IT Security awareness 
training program. 

5. Establish a formal Information Security Agreement with Tyler 
Technologies. 

In order to accomplish these top 5 recommendations and subsequent 
phases, additional budget funds will be required.  For 2015-16, the most 
critical GOF budget need will be to add the position of Senior Information 
Security Officer estimated at approximately $115,000 with salary and 
benefits.   

                                                Page 2 of 2
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